Catholic Charities Housing Office
Homeless Management Information System (HMIS) Privacy Policy
In 2001, Congress directed Housing and Urban Development to implement a national data collection system to produce and unduplicated count of persons using homeless services. The Homeless Management Information System (HMIS) is a computerized data collection system used by multiple agencies to capture the number, characteristics and demographic information of persons utilizing these services. Communities are required to create their own compliant, relational database or contract individually with an outside software vendor. The Capital Region Homeless Management Information System (CRHMIS) was developed to meet a data collection requirement made by the United States Congress to the Department of Housing and Urban Development (HUD). Both the CRHMIS and CCHO chose the vendor Foothold Technology and the software Affordable Wider Area Regional Database System (AWARDS) for this purpose. 
Maintaining the privacy and safety of those using our services is very important to us. Information gathered about our clients is personal and private. CCHO collects information only when appropriate to provide services, manage our organization, or as required by law. Client records will never be shared. Clients will not be denied services that they would otherwise qualify for if they choose not to share information. 

This policy describes Catholic Charities Housing Office’s (CCHO’s) privacy practices for safeguarding client confidential information collected and entered into the AWARDS Homeless Management Information System and shared with the CRHMIS.
Disclosure of Personal Information
This agency is restricted to using or disclosing personal information from HMIS records to the following circumstances:

· To provide or coordinate services to an individual or family with proper client consent

· For functions related to payment or reimbursement for services

· To carry out administrative functions including but not limited to legal, audit, personnel, planning oversight and management functions

· Databases used for research, where all identifying information has been removed

· Where a disclosure is required by law and disclosure complies with and is limited to the requirements of the law. Instances where this might occur are during a medical emergency, to report a crime against staff of the agency, or to avert a serious threat to health or safety. 

Security

Protecting the safety and privacy of individuals receiving services and the confidentiality or their records is of paramount importance to CCHO. Through training, policies and procedures, and software, CCHO has adopted the following to ensure client information is kept safe and secure:

· Employees will receive training in privacy protection and agree to follow strict confidentiality standards before using the system. 

· Only staff trained and authorized in the agency HMIS User Responsibilities will enter or view client personal information. 
· User IDs and passwords will be used by the assigned user only and not shared with any other party.
· Client names and other identifying information will not be contained in the CRHMIS reports that are issued to local, state, or national agencies.

· The server/database/software only allows authorized staff access to the information for the agency programs to which they are assigned. 

· The server/database exists behind a firewall – a device meant to keep hackers/ viruses/etc. away from the server.

· The Foothold server/database will use the highest encryption allowable by law along with the use of Secure Sockets Layer technology, in addition to several hardware and software firewalls to ensure information sent from individual agency sites cannot be unscrambled or accessed in an unauthorized manner. 
· System Administrators employed by CCHO and Foothold Technology support the daily operation of the database. Administration of the database is governed by agreements that limit the use of personal information to providing administrative support and generating reports using aggregated information. These agreements further insure the confidentiality of client personal information. 

YOUR INFORMATION RIGHTS

As a client receiving services at this agency, you have the following rights:

· Access to your record: You have the right to review your CRHMIS record. At your request, we will assist you in viewing the record within 5 working days.

· Correction of the record. You have the right to request in writing to have your record corrected so that information is up-to-date and accurate to ensure fairness in its use.

· Anonymous Entry: You have the right to have your name entered as “Anonymous” if for some reason your name presents a risk even if not shared with other agencies

· Agency’s right to refuse inspection of an individual record. Our agency may deny you the right to inspect or copy your personal information for the following reasons: 1) information is compiled in reasonable anticipation of litigation or comparable proceedings; 2) information about another individual other than the agency staff would be disclosed, 3) information was obtained under a promise of confidentiality other than a promise from this provider and disclosure would reveal the sources of the information; or 4) the disclosure of information would be reasonably likely to endanger the life or physical safety of any individual. 

· Harassment. The agency reserves the right to reject repeated or harassing requests for access or correction. However, if the agency denies your request for access or correction, you will be provided written documentation regarding your request and the reason for denial. A copy of that documentation will also be included in your client record.

· Grievance. You have the right to be heard if you feel that your confidentiality rights have been violated, if you have been denied access to your personal records, or you have been put at personal risk, or harmed. Please see the agency’s grievance policy for procedure for filing a grievance.  

Roles and Responsibilities

1. CCHO agrees to not use or disclose any identified client information other than as permitted or required by the Agency Participation Agreement or as required by law.

2. CCHO agrees to use appropriate safeguards to prevent use or disclosure of any identified Client Information other than as provided by the Agency Participation Agreement or as required by law. 

3. CARES agrees to report to all agencies any use or disclosures of any identified Client Information not provided for by the Agency Participation Agreement of which it becomes aware. 

4. CARES agrees to ensure that any agent, including a subcontractor, to whom it provides identified Client Information received from, or created or received by CARES on behalf of Agency Participants, agrees to the same restrictions and conditions that apply through the Agency Participation Agreement to CARES with respect to such information.

Partner Agency Roles and Responsibilities

1. Develop procedures for providing an explanation to clients about the usage of a computerized Homeless Management Information System.

2. All participating agencies agree to abide by all privacy protection standards and agree to uphold all standards of privacy as established by CARES.

3. As part of the implementation strategy of the HMIS, a partner agency must develop a method for notifying clients about the HMIS and obtaining client consent to include information in the HMIS. 

Safeguarding the Confidentiality of Client Information

CARES staff and the Partner Agency staff must safeguard client confidential information. This includes demographic, financial, eligibility, and protected health information collected, used, and stored within the CRHMIS. Staff must properly safeguard confidential information of past, present and prospective clients from inappropriate use and disclosure. 

Agency staff must follow CARES policy and procedures in the CRHMIS Security Policy for handling of confidential data. 

Clients have the following rights:

· Client privacy rights are to be posted in each location in which the HMIS is in place.

· Client has the right to know what the agency has added, deleted or edited to their client record.

· Client has the right to refuse to provide personal identifying information, or to stop the agency from entering any personal identifying information in the HMIS.

Privacy Complaints

Clients believing that CARES or a Capital Region HMIS partner agency has violated a client’s privacy rights related to personal or confidential information may file a written complaint to CARES, Attn: HMIS, 85 Watervliet Avenue, Albany, NY 12206.

Corrective/Disciplinary Action for Violations

CARES staff found to be in violation of these policies and procedures relating to confidentiality of any client information may receive corrective or disciplinary action, up to and including dismissal.

Actions Prohibited Against Those Reporting Privacy Violations

CARES staff and CRHMIS Partner Agencies are prohibited from intimidating, threatening, coercing, discriminating against or taking any other retaliatory action toward a client based on his/her filing of a privacy complaint. 

In addition, any CRHMIS partner agency may not require clients to waive their rights to file a privacy complaint as a condition of receiving services from any partner agency. 
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